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Aatma Nirbhar Bharat: Universalization of Public Services 
 

Transparency and Accountability in E-Governance in a Post-Pandemic World: A 
Cybersecurity and Privacy Perspective 

 
 

 
For nearly two years, COVID-19 has imposed many challenges on the society. Digitalization has 
proved to be a boon in combating the pandemic related difficulties – from using simulation to 
develop vaccines and medicines to tracking and tracing the spread of the virus across the globe. 
E-Governance gained prominence, and integrated approach was adopted in which governments, 
commercial organization and non-profit organizations collaborated through digital means. This 
enabled greater focus and fast response by the different government agencies to help the people 
who were in dire need. These two years have pushed the boundaries of E-Governance and have 
emboldened governments to accelerate its adoption in many areas.   
 
However, a shortfall in regulatory compliance coupled with growing cyber security threats have 
hampered the development and growth of the digital ecosystem. In the last two years 
innovation and digital adoption have shown great promise to uplift the society. To maintain this 
pace (which is in fact the need of hour to return to normalcy), it is required to create a strong 
baseline. Compliance would include adherence to the Cyber laws and Privacy laws (both extant 
and upcoming).  
 
Year 2021 has not been only known for Covid-19 challenges but also for large-scale cyber 
security challenges that ranged from simple to the sophisticated. There is a dire need to focus 
not only on rapid digitization but also to enforce required cyber security measures. Traditional 
cyber security thought leadership is quite inadequate in the post pandemic environment to 
support and sustain businesses. 
 
Framework and solutions are required that can create a holistic view of an organization’s digital 
landscape and its cyber security posture (either of threat or compliance). These should be 
continuously adaptive and should monitor the enterprise security. Post pandemic, the 
landscape will be dominated by digital initiatives.  
 
Companies today face significant hurdles in implementing end-to-end risk management 
programs. This is due to using a wide variety of technology platforms, the lack of visibility into 
the effectiveness of those technologies, and due to the difficulty of measuring the against a 
consistent set of industry standards. It is required to continuously monitor not just the 
effectiveness of controls but also the technologies, to ensure effectiveness of platforms and 
tools.  
 
An integrated cyber security framework with data driven holistic assessment of enterprise 
cybersecurity, compliance, risk, and governance can help build a robust and agile environment 
for digital governance and cyber security. A standards-based IT Risk Management platform that 
can incorporates risk analytics capability that objectively quantifies and qualifies the entire risk 
and compliance posture of the business by fixing and identifying the gaps will greatly help in 
creating strong digital governance.  
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A solution which provides both monitoring and preventive capabilities will be key for business 
success. Solutions that empower decision makers to make quick decisions that are data driven 
are highly desired. The post-pandemic world will see a rise in regulations and strict compliance 
will be expected.  
 
Organizations need a holistic platform to help the management evaluate in depth the 
effectiveness of their cybersecurity, governance, risk, and compliance programs. They will 
require many leading enterprise-class IT security technologies to provide integrated solutions 
right out of the box and will need to start assessing their effectiveness immediately, thereby 
providing a boardroom-ready perspective of a company’s risk profile against industry’s best 
practices and standards.  
 
Furthermore, Government agencies will need to create an integrated communications network 
to share cybersecurity related data in real time based on severity. This will not be confined 
internally within the organizations’ own perimeters but will be made available on global basis. 
Cybersecurity is a global war as of today and cyber threats pose a problem to one and all. It 
requires a great collaborative effort to fight and fix the problems. Government agencies and 
international policy bodies are going to have to work together to define policies and regulations 
which can provide open and flexible information sharing and also timely help during cyber 
incidents. 
 

Pic. (i) – An integrated framework – Need of hour 
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Solutions should be based on a framework which provide enterprise-wide cyber security 
coverage for service lines (Informed, Governed, Secured and Resilient) and 6 concentrations 
(Data, Devices, Applications, Network, Platform and Entity). The matrix of service lines and 
concentrations create 24 segment which ensure a holistic view of enterprise cybersecurity 
landscape for assessment and monitoring. 
Summarily, this would help in:  

• Visualizing and measuring the complete risk across the enterprise in a single view for 
the C-Suite executives 

• Evaluating security performance collectively based on the current state and against any 
business objectives of an enterprise 

• Having a single security framework that can continuously monitor the organization’s 
security, risk and compliance posture 

• Ability to define the monetary effects of potential breaches and business impact 
• Capacity to measure the resiliency towards threats and vulnerabilities 
• Make the organizations understand where they stand with regards to compliance and 

governance standards 
• Identifying the indicators of the forthcoming potential breaches of a system/process 

 
Digital Governance in a Post Pandemic World 
Governments are implementing Digital Governance not only in the Government to Government 
(G2G) but also Government to Citizen (G2C) and Government to Business (G2B) services. Real 
estate property registration, availability of land registration records online, and Pension 
schemes are few of the examples. 
Online services for the citizens are expected and inevitable in the upcoming digital era. But the 
services provided should be thoroughly secure in order to provide uninterrupted and unbiased 
services. For example, invitation and submission of tenders and bids for various government 
projects are done online nowadays. Cybercrimes pose a serious threat to individuals, 
organizations and nations in every sphere of activity. 
 
The Solution: Zero Trust Model 
Zero Trust is a security concept centered on the belief that organizations should not 
automatically trust anything or anybody inside or outside its perimeters.  
Steps in Implementing Zero Trust: 

• Identification of the most critical and valuable data, assets, applications and services. 
• Prioritizing the Valuable Assets. 

Pic. (ii) - An operational view of post pandemic environment to provide managed services 
solution. 
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• Determining the users and what resources are used by them and how they are accessing 
those (in a secure way). 

• Maintaining strong authentication of user identity, application of “least access” policies, 
and verification of user device integrity. 

• Allowing Only trusted and needed applications within the environment. 
• Removing/Controlling untrusted applications in the environment. 
• Monitoring of Processes and validating their behaviour on real time analysis.  
• Monitoring data exchange methodologies. 
• Any services/Assets which are used related to the e-Governance services should be 

addressed through Zero-Trust Approach. 
 

Services: 
• SOC as a Service 
• Vulnerability Assessment & Penetration Testing 

○ Network & Web Application 
○ Mobile Application 

• RedTeam Assessment 
• OSINT 
• Source Code Review 
• Compliance GAP Analysis 
• Incident Response 
• Digital Forensics 
• Cyber Security Training 

 
How can Artificial Intelligence and Edge Computing vastly improve Cyber Security in the 
context of e-Governance 
 
AI at the Edge: The Context 
 
Over the years, a large number of initiatives have been undertaken by various State 
Governments and Central Ministries to usher in an era of e-Government. Sustained efforts have 
been made at multiple levels to improve the delivery of public services and simplify the process 
of accessing them. 
 
e-Governance in India has steadily evolved from computerization of Government Departments 
to initiatives that encapsulate the finer points of Governance, such as citizen centricity, service 
orientation and transparency. Digital infrastructure and cyber security are absolutely essential 
elements of e-Governance.  Need for a coordinated strategy and approach for e-Governance 
plays a significant role in realizing the dream of “atma nirbhar bharat”.  
 
With India’s push for manufacturing for local and global needs, we need to adopt next 
generation manufacturing & support techniques and protect the existing legacy infrastructure 
and digitalize the same.  
With the ongoing Fourth Industrial Revolution, communication technologies are advancing 
rapidly. Interconnections between appliances through IoT are making them intelligent; can even 
understand a person’s behavior for a more personalized experience. These smart appliances are 
not only benefitting their possessors, but they are also sharing the real-time data with 
manufacturers and service providers who are remotely located. Leveraging the advancements 
in Artificial Intelligence (AI) techniques and tools is an absolute necessity for successful e-
Governance and cyber security strategy. Traditional AI systems pool up data over the cloud and 
apply mathematical and statistical algorithm over large volume of data to analyze, find patterns, 
and recommend solutions for any potential risk or opportunity. However, AI at the backend is 
intrinsically unviable for a vast number of business cases for a wide variety of reasons. For 
example,  
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• Moving large volume of data over cloud has issues like reliability, insufficient 
bandwidth, latency, regulatory, operational process issues and cost issues.  

• Moving sensitive data can result in cyber security vulnerabilities  
• Moving time critical data might cause delays in decision making, thus resulting in 

unwanted outcomes 
These factors are driving the demand for AI at the edge of the network, on the equipment or 
near to the equipment so that data can be analyzed, inferred and decisions can be made and 
implemented in real time or near real time. Localization of AI also vastly lowers the risk of cyber 
threats. This approach of using AI at or near the equipment/appliance is now known as AI at the 
edge or EdgeAI.  
 
AI & Edge Computing: New Opportunities 
 
There are many ways one can define edge computing. One simple definition can be edge 
computing is a distributed information technology (IT) architecture in which client data is 
processed at the periphery of the network, as close to the originating source as possible. AI at 
the edge is about use of AI techniques and tools at the edge device or closer to the edge device. 
This is also called as EdgeAI.  
EdgeAI provides for variety of new opportunities in cyber security, e-Governance and industrial 
security.  
 

• Data resides at the edge. Smartly integrated cloud backend with EdgeAI enables 
optimized, uninterrupted business operations locally. Initial AI learning performed at 
the cloud, inferencing done at the edge coupled with feedback learning can provide for 
excellent seamless operations.  

• Business applications can be deployed at the edge and leverage AI at the local end 
provide better quality services to end users/customers.  

• Use of IOT is now going mainstream in many applications including e-Governance. For 
example, use of sensors for traffic monitoring, industrial equipment functions are 
increasingly becoming mainstream. EdgeAI can help in many ways in leveraging IOT 
infrastructure.  

o Equipment maintenance is a significant cost item for any organization. Nearly 
55% of manufacturing industry globally is still performing reactive maintenance. 
Unscheduled downtimes, repairs result in loss of crores of rupees for the 
economy. With EdgeAI, predictive and preventive maintenance can be conducted 
and maintenance costs can be reduced by at least 10 to 15% saving several 
thousands of crores of rupees. 

o Sensor error correction is a significant challenge in the industry. Deterministic 
errors can be fixed to some extent by calibration of sensors. Whereas stochastic 
errors (eg., instabilities, noises etc) can’t be fixed by calibration. EdgeAI can 
easily address such errors and improve sensor accuracy.  

o Motion tracking with AI based odometry can provide superior accuracy which is 
very useful in civil as well as military scenarios.  

o Inertial motion tracking solutions drift over time. AI based multi sensor fusion 
solutions will help in monitoring and maintenance of order in a wide variety of 
scenarios including industrial security, military operations and civil law & order.  

 
AI & Edge Computing: Cyber Security & Privacy 
 
Security and privacy are foundational requirements of any e-Governance. IOT, 5G 
communications, AI on chips etc., are driving the need for placing compute, analytics and 
storage closer to where the data is getting generated. EdgeAI speeds up the decision making, 
makes data processing secure, improves user experience and lowers cost.  
With the connected systems, risk of exposure to cyber criminals is high and this is a serious and 
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immediate requirement for industrial security and national security. Intelligent connected 
systems provide many benefits and at the same time they also open up new avenues for new 
risks. Some of the biggest yet real threats any e-Governance should be aware of are: 

• What if criminals take control of manufacturing plants’ equipment and create public 
chaos by way of manipulating the controls on boilers, furnaces etc and blast them?  

• What if criminals take control of supply-chain systems and control/halt the flow of 
goods across geography?  

• What if criminals take control of public and private data and misuse it to create chaos, 
economical, financial loss?  

Many edge devices are prone to security threats. For example: 
• Many IOT devices are not equipped to handle security. They are highly vulnerable to 

threats. 
• Convergence of Operational Technology with Information Technology (OT/IT 

convergence) is providing an opportunity for the cyber criminals to leverage IT 
techniques to OT. 

• Connecting legacy systems to OT/IT and IOT exposes multiple vulnerabilities.  
• Heterogenous systems, multi-vendor environments and lack of adherence to standards 

poses a big risk for security and privacy. 
• As the edge and IOT technologies are new, there is an acute shortage of skilled 

manpower and proven business processes.  
 
Thankfully, with the new developments and inventions in EdgeAI technologies, there are 
practical, currently implementable solutions available. While many global players are building 
such solutions, some of the Indian companies have also been pioneers in building world class 
solutions that leverage EdgeAI for cyber security and privacy. High quality research and 
invention focused startups in India are working towards addressing such needs of global 
marketplace. Solutions include: 

• EdgeAI software that can run on micro-controllers, systems-on-chips, wearables, and 
other low cost, low compute, low storage devices/appliances.  

• Applications that can allow for enterprise integration of EdgeAI with back end legacy 
systems, modern cloud infrastructure, multiple AI engines and data management 
applications 

• Dashboards, tools that can allow for effective orchestration and management of millions 
of edge devices that run AI and seamless integration of them with the backend 
enterprise infrastructure.  

• Multi-objective, multi-constraint analysis and goal-based decision-making solutions that 
leverage AI on large scale yet provide similar benefit to small computing devices.  

There is a clear need for purpose specific EdgeAI software that can be easily deployed and 
managed at scale. Such software needs to facilitate easy co-existence and seamless integration 
with enterprise systems. Such software also need to work on vendor agnostic hardware and 
support commercially available multiple edge platforms. Software should also support industry 
standards like ISA/ICE 62443 and open architectures like platform abstraction security etc.  
With the right systems, cyber threats can be mitigated, privacy can be protected for e-
Governance that leverages edge computing and artificial intelligence. Security services that are 
easy to deploy, easy to enhance, easy to operate are absolute necessity for successful e-
Governance. And the good news is today such solutions are available within India from startups 
and organizations that are focusing on innovation driven technology.  
 
Genesis of Digital Trust… 
In today’s connected world, Digital Transformations have become inevitable and irreversible. 
Governments and businesses are prioritizing this, in the pursuit to enhance efficiency, 
effectiveness, transparency and accountability; as well as regulatory compliance, while 
delivering superior services to their citizens and/or customers. The current pace of such 
transformations is unprecedented. 
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This is making Digital TRUST, the cornerstone of digital ecosystems; and making it no more an 
option! In order to be trustworthy, technology must be secure (ensuring connected systems’ 
confidentiality, integrity, and availability) as well as responsibly used.  
The lack of assurances regarding these two aspects have led to a digital trust deficit in the 
current context. Diagnostics of the level of popular mistrust already exist. Normative efforts to 
define some of the parameters of state-to-corporate digital trust are in their infancy. 
In simple words, Digital trust is the confidence users have in the ability of people, technology 
and processes to provide safety, privacy, security, reliability, verifiability and accountability 
with legal coverage in the digital world. 
 
How to achieve Digital Trust? 
Security has traditionally been a “tech” issue employed in a reactive mode with layers of 
technology that “lock down” the enterprise. Trust goes beyond security; it concerns the whole 
ecosystem of the enterprise thus it adopts proactive mode to reduce the losses and avoid 
lockdown. Digital security is not an achievable end state. Digital Trust is. 
Creating a digital TWIN (through digital onboarding) of the real-world human being, in the 
digital world, is the first key aspect of enabling TRUST. While this is a necessary first step, but in 
itself, is not sufficient to enable TRUST in digital ecosystems. 
Therefore, the question staring at the world today is: “How to enable TRUST in the digital world 
in a comprehensive, inclusive, citizen-centric, cost-effective, legally compliant way, leveraging 
government-driven eID/Digital ID?” 
Looking at the criticality, nature and the urgency of this need, countries are prioritizing the 
creation of TRUST Services infrastructure, nationwide. A comprehensive ecosystem approach, 
covering the needs/roles of all the stakeholders, is critical in realising this objective. Today, 
there is no dearth of technology choices for realising a scalable, extensible and sustainable 
TRUST services platform, nationwide. The following is an indicative citizen-centric mobile 
TRUST platform, that can ensure simple, seamless, and secure experience to the “digital 
citizens”. 
 

 
 
The Way Forward… 
As world economic forum also highlighted, unfortunately there is still no agreement on what 
digital trust requires, globally. There is also lack of clarity on implementable guidance for all 
stakeholders to work together to build digital trust. Likewise lacking is an evidence-based 
assessment of what actually drives digital trust (between citizens and tech, between 
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governments and companies, among private sector actors) and the ability to measure 
improvements (or erosion) against generally accepted digital trust metrics.  
Having said this, countries are in a compelling situation to prioritize this. Comprehensive 
ecosystem approach, unwavering commitment at the national level is the key anchor to achieve 
digital trust, in addition to putting in place the required regulations and standards. While the 
TRUST services infrastructure is built, it is also important to build PUSH and/or PULL factors for 
the government(s) and enterprises/businesses to adopt this service and comply with the 
regulations. Perhaps, to start with, ‘digital trust’ needs to be made as periodic compliance 
requirement for the government(s) and businesses, as the initial PUSH factor. 
 
Finally: 
Building trust creates new wealth;  
Sustaining trust creates recurring wealth;  
Achieving TRUST superior to your competition achieves market dominance in the global 
ecosystem!  
It is same in ‘Digital World’ too. 
Let us join hands to make our Digital World TRUSTED… 
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Innovation - Platformization, Emerging Technologies 

Shyam Kumar Doddavula*, Dr Ravi Kumar G.V.V** 
* Infosys Center for Emerging Technology Solutions, Infosys Ltd 

 

 
Abstract- We are in the midst of a mega trend transforming us from information age to a cyber 
physical one. As the world is moving towards cyber-physical systems with digital technologies 
embedded into every aspect of our life, the digital infrastructure underlying these systems is 
becoming crucial. Digital Infrastructure is critical for the future of several sectors including 
education, finance, mobility, logistics and so on. Success and well-being of economies, nations 
and people in future is dependent on the architecture of the digital infrastructure of the country 
and factors like how inclusive, open, secure, robust and scalable it is. Digital colonialism is a real 
threat with increasing influence of big tech firm controlling several components of the digital 
infrastructure and networks of the future. In this paper, we discuss some of the strategies to 
build and manage the Digital Infrastructure for public good. We discuss strategies for 
developing Digital Public Infrastructure for India using the Digital India initiative to identify the 
focus areas and themes supported by an innovation system that provides a combination of 
policy, platform and market catalysts for developing digital infrastructure using open standards, 
as Digital Public Goods, with an ecosystem of startups to build the systems of future over the 
digital public infrastructure for a digital economy. 
 
Index Terms- Digital Public Infrastructure, Digital Public Goods, Digital India, Digital Economy, 
Digital Governance, Innovation 
 
 

I. WHY WE NEED DIGITAL PUBLIC INFRASTRUCTURE AND WHY NOW  
 
We are in the midst of a transformation from the information age to a cyber-physical age. We 
are moving from information era with internet enabling information exchange to an era of 
cyber-physical systems, an era of the intelligent internet of things that are essentially “industrial 
control switches for most of modern life”. These digital networks are going to be the digital 
infrastructure of the future digital economy. Several sectors like education, financial services, 
retail, transportation, logistics and so on are becoming cyber-physical and are expected to 
undergo huge digital transformation in near future. They are getting transformed with adoption 
of digital technologies. This transformation to digital with adoption of digital technologies in 
several sectors got accelerated by the recent Covid pandemic. We saw increasing adoption of 
digital solutions in various aspects of our life like ordering food from restaurants, making 
payments, vaccination, transportation.  
 
There is a confluence of emerging technologies including Cloud, AI, IoT, 5G, Blockchain, AR/VR, 
3D Printing and so on that are helping reimaging various aspects of our life. The pace of change 
is increasing, and business models are getting reimagined with these digital technologies across 
various sectors. Cloud computing has become a huge equalizer for startups trying to compete 
with large incumbents with the ability to architect and build internet scale systems without 
requiring large upfront investments thereby enabling entrepreneurs leapfrog over incumbents 
saddled with legacy technologies with new business models and better customer experiences. 
Deep Learning algorithms are enabling machines reach human parity in various tasks like 
computer vision, speech recognition, natural language understanding, language translation and 
so on there by enabling automation of activities and providing new experiences and value-
added services that were not possible earlier. Experts estimate that AI has potential to deliver 
additional economic activity of $13 Trillion by 20300. 5G and IoT are going to usher in the era of 
the internet of things with smart sensors embedded ubiquitously into everything in our 
surroundings there by enabling smart homes, smart cities, smart workplaces and so on that 
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have potential to change the way we live and work. Blockchain technologies enable create 
decentralized trusted digital networks driven by smart contracts. 
 
The digital economy of future powered by the emerging digital technologies needs a digital 
infrastructure similar to physical infrastructure like the roadways and railways that powered 
the industrial era. Some of the big tech companies have started building out the digital 
infrastructure components. Several of them offer the basic digital infrastructure for free to the 
users and have various complex business models like advertisements, monetization of the user 
data and so on to sustain which is also called Surveillance capitalism by some experts. These 
digital infrastructure platforms offered by the big tech firms are generally designed to achieve 
monopoly through mechanisms like network effects, bundling into Operating Systems like 
mobile OS or desktop OS and so on that make it difficult for users to move out of them and for 
anyone else to offer alternatives. Several of them are designed with network effects where the 
value offered increases as the number of users increase and it becomes difficult for anyone else 
to provide alternatives once they become entrenched. There are several challenges with a few 
big tech companies owning digital infrastructure of the future. There are challenges with lack of 
openness. These are generally proprietary and are sometimes designed as walled gardens 
preventing interoperability and lack transparency. There are privacy and security concerns 
with several of these digital infrastructure solutions. There are challenges with inclusivity and 
accessibility for all citizens.  These digital infrastructures are no different from traditional 
infrastructure like roads, railways, tele-communication, energy, water etc so some of the 
national security, privacy, accessibility and other such considerations are relevant for these too. 
Some experts argue that the foundations of democracy and freedom are at stake and these 
private digital infrastructure solutions can lead to digital colonialism0 and there is a need to 
think beyond these surveillance capitalism0 models and reimagine the internet. Therefore, 
there is urgent need to build digital infrastructure that is for public good and based on well 
thought out design principles in public interest0. 
 
Digital Public Infrastructure (DPI) can be beneficial in multiple ways. DPIs can help improve the 
lives of people by making basic digital services accessible and affordable. DPIs can help 
eliminate waste and improve inefficiencies in taking the government services to the people. 
They can help nations respond fast to calamities like the recent covid pandemic. DPIs can also 
be looked at as a business opportunity enabling a vibrant ecosystem of business solutions built 
over the foundational platforms. 
 

II. OPPORTUNITIES FOR DIGITAL PUBLIC INFRASTRUCTURE IN INDIA 
 
India is poised to be a trillion-dollar digital economy0 with significant opportunities for growth 
powered by over 560M people having internet access, 176M ecommerce users, 1.22B+ people 
having digital identity through Aadhar, 870M people having Aadhar linked bank accounts 
making over 24B in digital payments and so on. Several sectors like education, financial services 
will undergo digital transformation.   
 
There are several successful DPIs in India already including  

1. Aadhar – world’s largest digital identity platform 
2. UPI – largest digital payments platform and ecosystem 
3. GSTN – largest online tax platform 
4. Co-Win – largest vaccination platform 

 
And many more being developed and rolled out including UMANG, eSanjeevani, futureskills 
prime, AePS, Parivaahan Sewa, DigiLocker, DIKSHA and so on0 
 
Digital India initiative has identified 30 themes across 9 areas with the digital ecosystem 
contributing to over $500B in economic value. A structured innovation process starting with the 
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potential economic value of the digital ecosystem, the areas and themes needed,  followed by 
further architecture analysis of the digital infrastructure component needed, policy and 
regulatory support aspects, followed by incubation and market adoption ecosystem creation is 
needed to take this to the next steps. A short architecture analysis of couple of areas to identify a 
few DPI needs for the selected digital themes is given below.  
  
Digital Education 
 
During the recent covid pandemic, we saw how education sector moved to digital formats. 
Digital Infrastructure for education became very critical for teachers to collaborate with 
students, organize classes, conduct examinations, and deliver education remotely. The 
pandemic highlighted the challenges associated with digital transformation in education space 
and importance of planning ahead and being ready with digital infrastructure in education and 
the need for it to be public. 
 
The Digital India initiative has identified 2 themes under the “quality education for all” objective 
one focusing on digital content creation and another on digital content delivery and learning for 
digital education.  Elaborating further, some of the key digital infrastructure components 
needed to meet these objectives include 

1. Digital Content creation, crowd sourcing of content, delivery mechanisms for digital 
content 

2. Digital course creation, co-creation, enrolment, course planning and delivery and so on 
3. Digital Assessment frameworks, digital certificated, online verification of digital 

certificates issued and so on 
 
And a foundational digital infrastructure like  
 

1. Remote collaboration and remote digital workspaces 
2. Digital Identity 

 
There are already some initiatives underway already to build digital infrastructure for the 
education space with some of these capabilities. DIKSHA (Digital Infrastructure for School 
Education), an initiative of the National Council of Educational Research and Training (Ministry 
of Education, Govt of India) played a significant role during the pandemic by offering digital 
infrastructure that was used to create over 4K courses with 186K+ contributions from over 11K 
contributors resulting in 11M+ enrolments and over 380M learning sessions. 
 
Financial Services 
 
Digital payments powered by UPI have been hugely successful in India with around 3.6B 
monthly transactions of over 650B rupees in transaction value. The UPI digital infrastructure 
has been enabling digital payments with a vibrant ecosystem powered by multiple 
implementations and mobile payments apps from over 250 banks. 
 
Digital India initiative has identified 2 themes for the next generation financial services one for 
continuing the digital payments and another for flow based lending and advanced credit writing 
for medium size enterprises (MSMEs). 
Some of the key Digital Infrastructure capabilities needed include 

1.  Digital Payments Platform (UPI) 
2. Account Aggregation Framework 

 
And a foundational digital infrastructure like  

1. Digital Identity 
2. Data Empowerment and Protection Architecture (DEPA) framework 
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And supporting policy documents for Open APIs in government and national data sharing and 
accessibility policy and regulatory aspects like Personal data protection bill and so on. And co-
development with industry participants. 
 

III. INNOVATING DIGITIAL PUBLIC INFRASTRUCTURE   
 
Innovation systems are needed to strategize, identify, build, manage and promote adoption of 
these digital infrastructure capabilities quickly. There are several considerations in having a 
successful innovation system for digital public infrastructures like co-development of digital 
infrastructure with public and private participation, funding models, building viable commercial 
models, ensuring sustainability and adoption, creation of a vibrant ecosystem, ensuring public 
trust and so on. As we analyze the digital themes and the digital infrastructure capabilities 
needed to support them, it becomes clear that there is a need for a systematic process to 
address various aspects through the entire life cycle of DPI development from ideation to 
incubation to acceleration and scaling growth like: 

 
 
It is also clear that DPIs are needed at multiple layers. There are a few which will be 
foundational for all sectors and there are a few that are specific to each sector.  
 

 
 
 
Also, it is obvious that national science and innovation systems are complex systems and there 
is need for a systems thinking0 driven approach to understand the complex interactions among 
multiple independent market participants to be able to address multiple aspects like Structures 
and incentives, Knowledge assets, Money, Talent, Innovation Outputs & Broader Environment. 
The diagram below taken from a study of UK science and innovation system0 provides an 
example of a system model that helps highlight a few key insights like the need for scale in the 
system to sustain virtuous cycles of investments and returns and how there are very few single 
chains of cause and effect, because of which, improving performance requires attention to the 
operation of the system as a whole and so on. 
 

1.Ideation 

a.Identification and Analysis of Sector wise 
Digital Themes, Success and Performance 
Criteria 

b.Identification of architectural capabilities 
and DPIs needed to support the themes 

c.Definition of DPI Architecture and open 
specifications 

d.Definition and selection of Tech Stacks 
and Tech Infrastructure 

e.University and R&D institute collaboration 

f.Digital skill and Talent development, 
planning and management 

g.Policy and regulatory considerations and 
recommendations 

h.Development of Playbooks for multiple 
participants 

1.Incubation 

a.Experience Design 

b.Opensource governance and Digital 
Public Goods governance institutions 

c.DPI Ideation, Experiments and 
Hackathon hub 

d.Incubation and Acceleration of DPI 
platforms 

e.Startup ecosystem catalysts and 
support models 

1.Acceleration & Scale 

a.DPI Platform development and 
maintenance 

b.Partner ecosystem support  

c.Design and Development of Digital 
Service delivery tools 

d.DPI Partner Management and 
Certification 

e.DPI Audits and Governance 

 

Sectoral DPI 

Foundational DPI 

• .. 

• Digital Health Stack 

• Digital Agri Stack 

• Digital Transportation Stack 

• .. 

• .. 

• Digital Payments 

• Digital Collaboration 

• Self Sovereign Identity & Verifiable Credentials 

• Digital Identity 

• .. 
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There is a need for a public funded Innovation authority with specific focus on DPIs to 
orchestrate the incubation, acceleration and scale the adoption of DPIs. Israel Innovation 
Authority uses a 6-division model where each division offers unique, customized and 
comprehensive incentive programs to serve as launchpad for digital innovations, which can be a 
good model to replicate for the national DPI innovation needs.  

 
There is a need to learn from early successes0 and establish key success factors and strategies 
in the design and development of DPIs to ensure that they are in public interest and at the same 
time sustainable and long lasting. Here are a few key success factors 
 

1. Open: DPIs should be open, transparent, auditable and interoperable. They should be 
based on open specifications. Enable competition among market participants while at 
the same time ensuring interoperability and preventing monopolies. 

2. Trusted, Inclusive, Secure, Privacy preserving: DPIs should be designed to be 
inclusive, secure, protect the privacy of citizens and there should be in-built consent 
mechanisms to allow users control over their data. 

3. Co-development: DPIs should be promote Co-development models with public-private 
partnership and participative models allowing self-organizing communities to help 
shape and build the DPIs. Open source, Open data, Open AI models and Digital Public 
Goods are few examples of community driven co-development models suitable for 
building DPIs 

4. Simple and Lightweight: DPIs should be simple and light weight. Success of Aadhar, 
UPI and the ecosystems they enabled shows the power of being light weight and keeping 
it simple. 

5. Multi-Purpose: DPIs should be designed to be multi-purpose, busting siloes by provide 
core building blocks over which multiple participants can build multiple solutions. 

6. DPIs as Platforms: DPIs should be architected as platforms enabling an ecosystem of 
market participants including producers, consumers and citizens to build and consume 
solutions over them 

DPI Innovation 
Authority 

Startup 
Division 

Growth 
Division 

International 
Collaboratio

n 

Technologica
l 

Infrastructur
e 

Advanced 
Manufacturi

ng 

Societal 
Challenges 
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7. Policy support and Redressals: DPIs should be supported by government policies, 
laws, regulations, institutions that promote adoption and address failure scenarios, 
provide redressal mechanisms and ensure that public interest is safe guarded 

8. Evolvability and Sustainability: DPIs should use design principles and technologies 
that enable it to evolve continuously by leveraging emerging technologies 

9. Ease of use: DPIs should be designed for ease of use taking into consideration human 
experience design considerations. It should enable promote ease of doing business and 
ease of accessing government and basic digital services 

10. Low cost scalable: DPIs should be designed to be low cost and population scalable to be 
viable and feasible 

                           IV.   CONCLUSION 
 

India is poised to be a trillion-dollar digital economy with digital ecosystems expected to 
contribute over $500B in economic value across various sectors like financial services, 
education, e-government, agriculture, healthcare, logistics and so on. There is a need to develop 
digital public infrastructure as digital public goods to meet the needs of the digital economy of 
the future. Digital Public Infrastructure will be crucial for the success of the Digital India 
initiative. There is a need for an innovation ecosystem with special focus on Digital Public 
Infrastructure to incubate and accelerate the development of the Digital Public Infrastructure as 
platforms that can help identify the focus areas for digital transformation initiatives, identify the 
digital infrastructure needs and help incubate and co-develop with public, private partnership, 
accelerate and scale the adoption through market catalysts. 
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Unicorns of 2021: Demonstrating Power of Innovation 

 
Developed by NASSCOM 

 
 

 

Introduction 
 
In the last decade, the world has witnessed the rise of many tech start-ups that provide novel 
solutions to global challenges. These tech start-ups were so much capable that today many of 
these start-ups have moved to the next stage in their lifecycle that is ‘scale-ups’. Thus, along 
with budding start-ups, scale-up ecosystems is also emerging in all corners of the world. Start-
ups through their innovative and problem-solving approach scaled substantially in the last few 
years leading to the emergence of an ecosystem itself. This scale-up ecosystem comprises 
unicorns and fast-growing start-ups. We will dwell a little deeper to understand the scale-up 
ecosystem in India and some of the reasons that led to these businesses scale and create 
unicorns through innovation. 
 
Understanding the scale-up ecosystem and unicorns 
 
Start-ups are the nuclei of a scale-up ecosystem. A start-up ecosystem may have early-stage 
start-ups to high-growth scale-ups, enabling innovation, disruption, and expansion of the 
ecosystem. They offer immense job opportunities and attract investments and thus assist 
economic growth. In India, 11,000-12,500 start-ups were established between 2015 and 2020, 
and they received investments of USD ~3.5 billion dollars in 2020. This has helped India be the 
3rd largest start-up ecosystem in the world. 
 

                                                                                                   

 

 
 

While start-ups are promising businesses which uses minimum investment, infrastructure, and 
functionalities, they scale up once they can meet the existing demand and have the investment 
to develop.  When a privately owned start-up achieves a valuation of $1 billion or crosses a 
certain amount of revenue they are called as Scale-ups. Start-ups crossing only the valuation of 
USD 1 Billion are named as Unicorns. India, called as Home of Unicorns and houses 75+ 
unicorns as of November 2021. Even amidst pandemic India demonstrated unparalleled 
resilience, 40+ start-ups reached unicorn status in 2021. India also received total funding of 
$3.5 billion in 2020 and is attracting more investments due to the rising number of innovative 
start-ups in India. Innovation has been the key in the growth of this ecosystem. Innovation not 
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only around technology but innovation around various aspects of businesses is the focus of 
companies. 
 

 
Source: NASSCOM Start-up Report 2020 

 

What is required for scaling a start up?  
 
Scalability is a feature that describes a company's ability to perform well in the face of 
increasing workload. When it comes to scaling a firm, it implies having a reliable technique to 
boost its performance even when you are testing it with more stringent outcome criteria. In 
simple terms, scale-up is a stage of business development relevant to high-end technological 
markets, market access, staff numbers, and growing sales or services. 
In the case of start-ups, scaling is a time-consuming process that requires great effort. Start-ups 
can scale when they validate their business models, overcome start-up challenges and are ready 
for exponential growth. Scaling requires quick action on stakeholder feedback, fearless 
creativity, and a constant awareness of core values. To scale up, a start-up must: 

a. Develop right strategy 
Setting the right strategy for scaling a business is fundamental in the scaling process. 
Techniques and tips by other successful entrepreneurs should be emulated while mentoring 
and guidance from experts becomes very useful.  

b. Invest in technology and innovation 
While scaling a business, it is vital to streamline as many processes as possible. Investing in 
technology and the production of innovative ideas can help make the business process least 
labour-intensive. Focus on Customer Relationship Management (CRM) systems, cloud 
computing, Inventory Management Software, digital marketing tools or ERP systems for 
transforming business processes. Investing in technology not only aids scaling a business but 
also enables better functioning of firms.  

c. Improve marketing  
For scaling a business, it is imperative to have a robust marketing plan in place. As a start-up 
matures, the reach too must increase. Along with direct marketing, ensure focus on social media 
marketing, content marketing and influencer marketing. Understand customer needs and plan 
marketing strategies accordingly. Proper marketing can help improve reputation and build good 
relationships with customers. 
 
Innovation as a Growth Catalyst 
Innovation is a key catalyst for creating an impactful start-up to scale up. Innovation can lead to 
higher productivity, meaning that the same input generates a greater output. Technology has 
created enormous commercial prospects and given entrepreneurs the ability to go global. 
People's perceptions of engaging with and purchasing from businesses have shifted because of 
the latest user-friendly apps. Innovation leads to the creation and application of new ideas and 
technologies that improve goods and services or increase the efficiency of their production.  
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Innovation in Product & Solutions 
Covid-19 is likely to be remembered not only as a major health and economic disaster but also 
as a catalyst for digitalisation and innovation.  The Indian start-up ecosystem fared well during 
and after the epidemic, mainly because of its 
extraordinary innovation and perseverance in the face of adversity. The rapid adoption of 
digital technology by consumers and businesses functioned as a catalyst for this growth.  
Every vertical went through innovation to manage changing customer needs and market 
requirement. To start with Fintech, there has been rapid growth in payments, wealth 
management, and insurance. Interoperability enablers, alternative retail investment assets (e.g., 
gold), revenue-flow based finance, and Internet-native lending are some of the emerging use-
cases (e.g., SaaS financing). 
Similarly, Healthcare start-ups and unicorns innovated themselves according to the market 
needs. Providing innovative solutions like telemedicine and online pharmacies helped them 
scale substantially even during struggling times as it also expanded the intended addressable 
market. Telemedicine and teleconsultation platforms have seen 2.2 times increase in revenue. 
Care providers' use of electronic health records has increased by 1.8 times. Digital tools for 
small-medium care providers, neurology and neurosciences, low-cost linked devices–screening, 
and low-cost devices for emergency care are some of the emerging use cases. 
Edtech and AgriTech unicorns also benefited from increased digital maturity and time-sensitive 
needs. While the number of investment rounds and overall investment increased in Edtech, the 
adoption of digital technologies by end customers and farmers increased in AgriTech (including 
dairy, horticulture, and meat). 
Unicorns and scaled start-ups have also begun to leverage deep-tech to develop their products. 
Artificial Intelligence (AI), Internet of Things (IoT), Big data and Analytics, and Blockchain are 
the most popular technologies among unicorns, owing to their viability, talent availability, and 
knowledge network. 
 
 

 
Source: NASSCOM Start-up Report 2020 

 

The convergence of technologies is benefiting entrepreneurs in multiple ways. Many scale-ups 
and unicorns have leveraged deep-tech to build more complex and intelligent solutions across 
industries. As deep-tech grows, it enables knowledge sharing, expanding talent base, and 
increasing customer adoption. While AI, IoT, and Big Data Analytics are the most preferred 
technologies, B2B accounts for 70% of all deep-tech start-ups. Also, the pandemic has resulted 
in further adoption of AI in various industries like HR tech, Health-tech, Enterprise tech, Ed-
tech, and Fintech. 
  

Innovation in Business Strategy 
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Indian founders have reinvented their playbooks with time to overcome hurdles. The relevance 
of customer experience and unit economics has increased. According to 50-55 percent of 
founders, profitability will be given more weightage when determining the valuation. As 
acquirers gain confidence in the market's trajectory, M&A is also regaining traction. In H1 2020, 
global lockdown significantly slowed acquisition flow, owing to acquirers prioritising company 
continuity above everything else. Unicorns have been focusing on B2B and B2C marketing. 70% 
of purchases were of B2C start-ups, which were mostly led by peers and backed by strong 
venture capital and private equity investors. EdTech accounted for 20% of all acquisitions, 
followed by FinTech, HealthTech, Enterprise Tech, HRTech, and Gaming. 
 
The pandemic has created shifts in major domains in the Indian economy. There has been a 
rapid change in the way we think about building businesses and setting short-term priorities 
and long-range actions. Geographical location is no more a constraint for enterprises, and with 
increased digital maturity, entrepreneurs have increased the pace of experimentation. 
Companies have begun focusing on enhancing employee experience along with customer 
experience. Collaboration is becoming mainstream, and public partnerships are building fast-
growing innovative companies. Other shifts in founder playbook include- the adoption of 
remote work as a capability, focus on growth with lower investments, emphasis on retention, 
focus on the global market, etc.  Attracting, Engaging, and Retaining Quality Talent is a priority. 
Remote work is being considered by founders to prevent burnout, increase the talent pool, and 
provide better working options to their teams. 
  
Against the backdrop of COVID-19, marketing strategies began to focus on low-cost strategies 
like social media marketing, content marketing and influential marketing. Unicorns have been 
building credibility using ads, blogs etc. and evangelising using largely paid modes. Many 
unicorns used new funding rounds for aggressive marketing and promotions   
 
Innovation in Business Approach / Success Mantras 
 

• Focus on shifting processes to autopilot with minimal exceptions 
• The entire organization structure to be equipped appropriately to achieve scale 
• Always go an extra mile to satisfy customers and it will pay off multiple times 
• Customer’s best interest should always be priority even if it affects business, customer 

centricity is the key which helps in customer retention 
• Nurturing a robust partner ecosystem is the key. Ensure standardizations in the product 

and create customizations through partners. 
• Priorities may shift from ‘product to sales to engineering to customer support’ as per 

changing business demand in a scale-up journey 
• Speed is important to compete in the market, be the first one to provide new offerings 

 

 

Global Unicorns building technology centres in India 
 
As of December 2020, there were 580+ global unicorns in the world and out of which 44 have 
set-up technology centers in India. They are increasingly leveraging Indian Talent and 
Innovation ecosystem. These Unicorns are present across 10+ industry verticals, with 
EnterpriseTech being the most common sector. Primary reason is the availability of quality and 
quantity of engineering talent and local innovation ecosystem to meet growth needs. An 
increase in the number of technology centers of global Unicorns in India reflects the ecosystem’s 
real value, capability, and potential in international markets.  
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Source: NASSCOM Start-up Report 2020 

 

How unicorns and scale-ups can showcase innovation from different business perspectives: 
 

i) Product Development: Experiment with your offerings on different set of customers, 
look for their feedback and modify product accordingly. 

ii) Sales: Digitize your sales operations, build your sales team and then expand it rapidly. 
iii) Marketing: Experiment around different marketing channels, evangelize your product 

though influencers and then go big in approach through other media sources. 
iv) Pricing: Fast demand needs right pricing, use discounting and other means to increase 

customer demand. Keep your price dynamic based on market requirements 
v) Pivot: Be ready to experiment with your product and pivot it sooner than later if results 

are not up to the mark. 
vi) Funding: Look for long term partnership and mentorship, take investors help to scale 

strategically 
vii) Talent: Right talent is the key, founder to take initial lead and then right professional 

team to be build  
 

Innovative Success Stories Across Verticals 
 

 
 
Health Tech 
A leading HealthTech start-up started its business with a small capital focusing on B2C segment. 
Within a year it crossed substantial number of transactions especially from Tier II and III cities. 
Start-up re-branded itself and raised it’s first funding. They recorded multi-fold growth of revenue 
in next 2 years. They used funding for aggressive marketing and promotions. Even during the 
pandemic the company saw a growth of 1.5X.  Finally, the company caught the eye of corporates 
and got acquired by a large India multinational. Some innovative strategies demonstrated by the 
start-up are-  

• The entire organization structure equipped appropriately to achieve scale 
• Focused on shifting processes on auto-pilot with minimal exceptions 
• Funding help taken at strategic points in the journey to support new initiatives, growth and 

acquisitions 
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E-commerce 
A leading e-commerce unicorn-started as a bookstore-managing nearly 3000 shipments in a year. 
Managed to raise first funding round within a year of inception and started offering new services to 
its customers. Expanded its product portfolio and operations to different cities. Company forayed 
into digital arena by launching its mobile app which gave it adequate limelight and managed to 
raise high ticket size funding round. Company continued to show innovation in its marketing 
strategy by offering various discount and sale seasons. It went on an acquisition spree and added 
known brands under its product umbrella. Finally, after substantial scaling up, it got acquired by a 
global MNC. Some innovative strategy demonstrated by start-up are: 

• Focused on small-ticket items while experimenting or innovating as entry barriers are low 
• Always went an extra mile to satisfy customers and it paid off multiple times 

 
 

 
Fintech 

• A bootstrapped leading broker, scaled by offering a “Low margin – high volume” business 
model. Even without spending much on marketing the firm managed to challenge leading 
firms in this business. They continue to double their revenue almost every year since their 
year of inception. They also expanded their product offerings with time which gave them an 
edge over their competitors. Firm continue to build on their innovative strategy and 
managed to win many accolades in just few year of inception. Global pandemic acted as a 
fuel in scaling this start-up and turn into a profitable organization. Some innovative strategy 
demonstrated are 
 

• Customer should always be offered the best product 
• Customer’s best interest should always be priority even if it affects business 
• Customer centricity is the key which helps in customer retention 

 

 
Enterprise Tech 
A global and leading enterprise software firm created a solution for addressing the needs of many 
corporates. Company combined its product along with AI to build a unique solution which saw 
substantial demand in the initial days itself. They managed to onboard top MNCs as their clients. 
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They also posted 300% y-o-y growth in the initial few years. Expanding its global geographies by 
setting up offices at multiple locations was the key element in their growth. Company also managed 
to significantly increase its valuation in short period of time. Some innovative strategy 
demonstrated by start-up are: 

• Nurturing a robust partner ecosystem is the key. Ensure standardizations in the product 
and create customizations through partners. 

• Priorities may shift from ‘product to sales to engineering to customer support as per 
changing business demand in a scale-up journey   
 

 

 
EdTech 
An EdTech firm, now unicorn started with aggregating content collected from industry experts and 
entrepreneur. In the initial one year the firm started with acquiring firms to expand its business 
portfolio. Partnership with universities was the key driver in the growth of their business. Revenue 
grew significantly due to high demand from colleges. Pandemic pushed this sector to new heights 
and being an early mover, it gave them an upper hand. Firm targeted Tier II-III cities for business 
expansion. With substantial increase in learner base and investors trust in the sector. Firm turned 
unicorn in just 5 years of incorporation. Some innovative strategy demonstrated are: 

• Nurturing a robust partner ecosystem is the key. Ensure standardizations in the product 
and create customizations through partners. 

• Priorities may shift from ‘product to sales to engineering to customer support as per 
changing business demand in a scale-up journey   

 
Supply Chain & Management 
India’s leading SCM company, started as hyperlocal delivery for food restaurant and then shifted its 
focus. Got its first funding within a year. Company continued to show promising growth which 
helped them raise funding almost every year. They also capitalized on the booming e-commerce 
market which gave their business significant push. Company’s nearly 1/4th stake is acquired by a 
global investor. Now the company is expanding its operations in various geographies around the 
world. Some innovative strategy demonstrated are: 

• Right funding at the right time can help a high potential company grow rapidly 
• Sectors that are lifelines for other sectors can scale faster    
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Agritech 
One of India’s leading Agritech firm started as a hyperlocal grocery delivery but then pivoted to B2B 
marketplace. Within a year the company expanded its base from 0 to 120+ retailers- continued this 
growth at multifold pace. They also managed to raise funding within a year. They continue to 
expand its supply and retailer outreach every year. Along with this they continue to raise funding 
from marquee investors. Some innovative strategy demonstrated are: 

• Solving ground/root problems is always supported by ecosystem stakeholders 
• As the business grows, be adept at changing strategies to cater to demand changes 

 
Conclusion: 
Unicorns and scale-ups are no different from any other start-ups. What is required is an innovative 
approach to build a strong base where you can build a multistorey corporate that addresses the 
issue of the masses. Continuing to innovate is the success mantra for every start-up to scale and 
turn unicorn. Indian ecosystem of scale-ups and unicorns have already proved its mettle and offer a 
lot of learning opportunities for many new budding start-ups to follow. 
 
References: 
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Redressal of Public Grievances through Technological Interventions & 
Ethics and Transparency in Service Delivery 

 
 Deepak Talwar, National Security Officer – Microsoft India 

 
OVERVIEW  
Security, it is at an incredible inflection point, as the second wave of digital transformation 
accelerate including work from home adoption and now seeing rapid adoption of HYBRID 
WORKPLACE. This shift further accelerates and demand core tech capabilities and new ways to 
connect to each other. There is ongoing surge in ransomware, BEC (Business Email Compromise), 
Phishing, Identity theft, targeted attacks to impact critical infrastructure, supply chain attacks 
which can potentially bring down services critical to run the business or economy.  In nutshell, the 
threat landscape is becoming increasingly complex, as nation-state attacks are expected to grow in 
frequency and sophistication. 
 
The cost of cyber-crime is $6 trillion annually (2020-2021) and the increase in digital attack 
surfaces coupled with sophistication of attacks amplifies that further.  
 
One of the biggest challenges in current times is HOW to balance the complexity of security without 
compromising on compliance and privacy. The stakes are always exceedingly high for any 
organisation to ensure securing identity, data, infrastructure, employees, devices, and applications 
from 'insecure environments created by hackers, cyber criminals and now even more often nation 
state threat actors. 
 
Current complexity of security attacks cannot be tackled by traditional approach, it requires an end-
to-end, integrated, and simplified solution anchored in the concept of Zero Trust. A typical enterprise 
customer may have 40 to 70+ security products from different vendors often not working together. 
Attackers frequently take advantage of gaps in between products to breach an organization.  
 
 As industries scale and grow, organizations need trusted technology by design that is built for 

privacy, security, AI (ARTIFICIAL INTELLIGENCE) ethics and internet safety.    
 It is important to remember that people will only use technology that they trust.   
 Thus, it is key to look at trust through six elements   

o Security: Build services from the ground up with security built-in to safeguard 
customers’ data.   

o Privacy: Privacy policies and processes should help customers keep their data private 
and, in their control. Your data is YOUR data.    

o Compliance: Provide industry-verified conformity with global and region-
specific regulations.   

o Transparency: Make policies and practices clear and accessible to everyone, including 
how data is secured, where is it stored and managed as well as who has access to the 
data and under what terms.  

o Ethics: Ask tough questions, not just what computers can do but what they should do.  
o Reliability: Technology will only be trusted if it returns consistent performance over 

time.    
 
The recent 2021 Microsoft yearly Digital Defense report brought powerful reminders that to 
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protect the future we must understand the threats of the present. This requires that we continually 
share data and insights in new ways. Certain types of attacks have escalated as cybercriminals 
change tactics, leveraging current events to take advantage of vulnerable targets and advance their 
activity through new channels. Change brings opportunity—for both attackers and defenders—and 
this report will focus on the threats that are most novel and relevant to the community as we look 
to the months ahead. 
Looking at the threat landscape, along with data and signals globally, six top level areas emerged 
as most critical on the state of cybercrime 

• Nation state threats 
• Supplier ecosystems 
• Internet of Things (IoT) 
• Operational technology (OT) security 
• Hybrid workforce 
• Disinformation 

 
This whole unstable environment highlighted ONE BIG QUESTION – ARE WE SAFE, WHO TO 

TRUST to access internet securely. During the pandemic 
organisations struggled to focus on the business priorities, 
managing the wellbeing of their staff and families as well as 
managing potential crime perpetuated by cyber criminals 
due to increased digital footprints in the form of 
ransomwares, phishing or losing digital identity. Today to 
conduct cybercrime attack, an amateur threat actor can 
purchase a range of services to conduct their attacks with 
one click. Another area of concern is Attribution – It is an 
overly complex topic as a one may identify the root cause of 
the breach but tracing the perpetuators and getting them 
convicted may be difficult.  
 

 Further in this current threat scenario the stakes have 
changed. There is a massive growth trajectory for 
ransomware  and extortion. Paying a ransom fuels the 
ransomware syndicate. As the digital penetration is gaining 
momentum across sectors and segment to meet customers’ 
requirements, equally are the threats concerns getting 
evolved to impact business. Cyber Crime being one of them. 
While the Colonial Pipeline ransom attack of May 2021 drew 
considerable public attention, Microsoft Detection and 
Response Team (DART) ransomware engagement data 
showed that the three most targeted sectors were consumer, 

financial, and manufacturing. Despite continued promises from ransomware actors not to 
attack hospitals or healthcare companies during the pandemic, healthcare remains in the 
top-five sectors victimized by human operated ransomware. 
 
 
WHAT PROBLEM DO WE FACE? 
 
First, let us set a quick baseline on the characteristics of human-operated cyberattacks. This 
diagram depicts commonalities and differences between for-profit ransomware and espionage 
campaigns: 



28 

 

 
Figure 1: Comparison of human-operated attack campaigns. 
 
Typically, the attackers are: 

• Flexible: Utilize more than one attack vector to gain entry to the network. 
• Objective driven: Achieve a defined purpose from accessing your environment. This could 

be specific to your people, data, or applications, but you may also just fit a class of targets 
like “a profitable company that is likely to pay to restore access to their data and systems.” 

• Stealthy: Take precautions to remove evidence or obfuscate their tracks (though at 
different investment and priority levels, see figure one) 

• Patient: Take time to perform reconnaissance to understand the infrastructure and 
business environment. 

• Well-resourced and skilled in the technologies they are targeting (though the depth of 
skill can vary). 

• Experienced: They use established techniques and tools to gain elevated privileges to 
access or control various aspects of the estate (which grants them the privileges they need 
to fulfill their objective). 
 

WHAT TO DO ABOUT IT? 
Because human attackers are adaptable, a static technology-focused strategy will not provide the 
flexibility and agility you need to keep up with (and get ahead of) these attacks. Historically, 
cybersecurity has tended to focus on the infrastructure, networks, and devices—without 
necessarily understanding how these technical elements correlate to business objectives and risk. 
By understanding the value of information as a business asset, we can take concerted action to 
prevent compromise and limit risk exposure. Take email, for example, every employee in the 
company typically uses it, and most communications have limited value to attackers. However, it 
also contains potentially overly sensitive and legally privileged information (which is why email is 
often the ultimate target of many sophisticated attacks). Categorizing email through only a technical 
lens would incorrectly categorize email as either a high-value asset (correct for those few especially 
important items, but impossible to scale) or a low-value asset (correct for most items but misses 
the “crown” jewels in email). 

Security leaders must step back from the 
technical lens, learn what assets and data 
are important to business leaders, and 
prioritize how teams spend their time, 
attention, and budget through the lens of 
business importance. The technical lens 
will be re-applied as the security, and IT 
teams work through solutions, but  

Figure 2: Business-centric security 
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looking at this only as a technology problem runs an elevated risk of solving the wrong problems. 
It is a journey to fully understand how business value translates to technical assets, but it is critical 
to get started and make this a top priority to end the eternal game of ‘whack-a-mole’ that security 
plays today. 
 
Transforming the Conversation: 
 Security leaders should focus on enabling this transformation by: 
 

1. Aligning the business in a two-way relationship: 
Cybersecurity is everyone’s business; protecting the company and its users against data leaks is no 
longer just the responsibility of IT and security operations. Everyone from the board to Firstline 
Workers has a key role to play. A culture that encourages individuals to believe they have a part in 
defending the company against malicious behavior requires that each person be aware of the day-
to-day risks and knows how their actions and choices can mitigate, or increase, those risks. 
 

• Communicate in their language: explain security threats in business-friendly language 
and terminology that helps to quantify the risk and impact to the overall business strategy 
and mission. 

• Participate in active listening and learning: talk to people across the business to 
understand the important business services and information and the impact if that were 
compromised or breached. This will provide clear insight into prioritizing the investment in 
policies, standards, training, and security controls. 

 
2. Translating learnings about business priorities and risks into concrete and 

sustainable actions: 
 
 Short term focus on dealing with burning priorities: 

• Protecting critical assets and high-value information with appropriate security controls 
(that increases security while enabling business productivity) 

• Focus on immediate and emerging threats that are most likely to cause business impact. 
• Monitoring changes in business strategies and initiatives to stay in alignment. 

Long term set direction and priorities to make steady progress over time, to improve 
overall security posture: 

• Zero Trust: Create a sharp vision, strategy, plan, and architecture for reducing risks in your 
organization aligned to the zero trust principles of assuming breach, least privilege, and 
explicit verification. Adopting these principles shifts from static controls to more dynamic 
risk-based decisions that are based on real-time detections of anomalous behavior 
irrespective of where the threat derived. 

• Burndown technical debt as a consistent strategy by operating security best practices 
across the organization such as replacing password-based authentication with password 
less and multi-factor authentication (MFA), applying security patches, and retiring (or 
isolating) legacy systems. Just like paying off a mortgage, you need to make steady 
payments to realize the full benefit and value of your investments. 

• Apply data classifications, sensitivity labels, and role-based access controls to protect data 
from loss or compromise throughout its lifecycle. While these cannot completely capture 
the dynamic nature and richness of business context and insight, they are key enablers to 
guide information protection and governance, limiting the potential impact of an attack. 
 

3. Establishing a healthy security culture by explicitly practicing, communicating, and publicly 
modeling the right behavior. The culture should focus on open collaboration between 
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business, IT, and security colleagues and applying a ‘growth mindset’ of continuous learning. 
Culture changes should be focused on removing siloes from security, IT, and the larger 
business organization to achieve greater knowledge sharing and resilience levels. 
 

Use of Data:  
We need to reframe how we talk about data and regulation. The question business, academics, and 
governments should be asking is not if we can use data but how we can enable responsible data use 
to create a better world and protect fundamental human rights. 
As Microsoft, we are transparent about the specific policies, operational practices, and technologies 
that help ensure the security, compliance, and privacy of data across Microsoft services. 
Fundamentally: - 
• You control your data 
• We are transparent about where data is located and how it is used 
• We secure data at rest and in transit 
• We defend your data 
 
Evolving Security Model: 
Traditional perimeter-based security cannot keep up with the complexity of hybrid work, endpoint 
proliferation, and modern environments. Today’s organizations need a new security model that 
more effectively adapts to the complexity of the modern environment, embraces the mobile 
workforce, and protects people, devices, apps, and data wherever they are located. One of our 
approaches is that Breaches are inevitable and a Zero Trust framework where nothing is implicitly 
trusted. As an example, MS Security is built on a Zero Trust framework which id defined by: - 

• Verify Explicitly - Always authenticate and authorize based on all available data points, 
including user identity, location, device health, service or workload, data classification, and 
anomalies. 

• Use least privileged access - Limit user access with just-in-time and just-enough-access 
(JIT/JEA), risk-based adaptive polices, and data protection to help secure both data and 
productivity  

• Assume breach - Minimize blast radius and segment access. Verify end-to-end encryption 
and use analytics to get visibility, drive threat detection, and improve defense  

• Skilling - With the increasing security demand from customers, the shortfall in security 
professionals means ability to develop and retain talent will become a competitive 
advantage.  

 
NEED OF THE HOUR FOR INDIAN ORGANISATIONS TO BE SECURE  

• The need of the hour is to empower people to work productively and securely and from a 
variety of non-traditional locations and a variety of devices.  

• Organizations that do not apply or maintain basic security hygiene like patching, applying 
updates, or turning on multifactor authentication will face much greater exposure to 
attacks.  

• In fact, following this basic security hygiene will protect against 98% of cyberattacks. 
• Investing in a zero-trust architecture will help organizations prepare for the evolution of 

threats as technology advances. 
 
TO CONCLUDE, SIMPLE RECOMMEDATIONS TO KEEP IN MIND 
 
Enable multifactor authentication-Make it harder for bad actors to utilize stolen or phished 
credentials by enabling multifactor authentication. Always authenticate and authorize based on all 
available data points, including user identity, location, device health, service or workload, data 
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classification, and anomalies. 
Apply least privilege access Prevent attackers from spreading across the network by applying 
least privilege access principles, which limits user access with just-in-time and just enough-access, 
risk-based adaptive polices, and data protection to help secure both data and productivity. 
Keep up to date: Mitigate the risk of software vulnerabilities by ensuring your organization’s 
devices, infrastructure, and applications are kept up to date and correctly configured. Endpoint 
management solutions allow policies to be pushed to machines for correct configuration and ensure 
systems are running the latest versions. 
Utilize antimalware: Stop malware attacks from executing by installing and enabling antimalware 
solutions on endpoints and devices. Utilize cloud-connected antimalware services for the most 
current and accurate detection capabilities 
Protect data: Know where your sensitive data is stored and who has access. Implement 
information protection best practices such as applying sensitivity labels and data loss prevention 
policies. If a breach does occur, it is critical that security teams know where the most sensitive data 
is stored and accessed. 
 
As Microsoft we are committed to building a strong cybersecurity ecosystem in the country and our 
foundation of technologies is built on ‘Trust by Design’ and ‘Security for All’ with clear objectives 
to Safeguard people, data, and infrastructure in the interconnected world with an integrated 
security approach. 
 
It is time to leverage two key technologies of AI and Automation and build trust in technology. 
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India’s Techade – Digital Economy  
 

India Ecosystem Architecture2.0 – 
Platform for a Digitally Intelligent India 

 
Dr Lovneesh Chanana & Uday Bonu 

SAP India 
 
1. Introduction and Background 

 
Digital citizens and consumers are a reality today. It would not be an exaggeration to state that we 
are witnessing the emergence of intelligent nations powered by digital technologies. An intelligent 
nation consists of “Intelligent Enterprises” and “Data-Driven Governments” building upon the 
promise of digital transformation. It is done by applying data-driven intelligence to drive 
automated actions and decisions based on superior insights focusing on strategies where the most 
public good can be achieved through enhancement of wellbeing, economic prosperity, quality of life 
and public security.  
In parallel, it is also not an exaggeration to assume that digital optimisation may no longer mean 
digital transformation in the real sense. From processes consuming data, we are moving to data 
defining the processes with machines becoming co-workers in the service delivery. We are moving 
to an experience economy and the creation of citizen experience as the norm.  The importance of 
digital technologies for a sustainable and inclusive growth is also well understood and appreciated. 
The focus on use of digital technologies for zero emissions, zero waste and zero inequality, is 
gaining ground faster than ever before.  
In the light of the above, moving forward, organisations including Governments, will still run their 
business with processes, but they need to meet ecosystem network qualities. From an enterprise 
perspective, the IndEA framework’s principles and intended objectives will help lay the foundation 
of baselining, planning, measuring and managing service capabilities across the ecosystems of 
Government functions/services.  
With the unprecedented rise in demand and requirement to reform, many Governments are now 
considering the need to directly deliver all the services that citizens and businesses demand, 
through Government resources versus the ecosystem of third parties. The business model of 
Government service delivery globally and in India is evolving rapidly into a Government-
orchestrated network of ecosystem partners. Digital technologies will play an ever-increasing role 
in ensuring that the connection between Governments and the ecosystem partners are based on 
open interfaces, standardized data formats, flexibility and extensibility, security, trust, and 
autonomy. 
It is therefore important for Governments and its stakeholders to gain appreciation of an ecosystem 
network architecture. This white paper is an attempt to draw attention to the ecosystem network 
architecture with key pillars and the requirements of programmatic adoption based on a platform 
approach to Government services. This paper can be considered ‘complimentary’ to the 
comprehensive aspects already covered by IndEA framework and adoption guide.  
 
2. The Ecosystem of Platforms and Networks  

 
Think about a medieval farmers market for a second! Yes, that’s basically the simplest version of a 
marketplace/ecosystem that mirrors the current eco-systems that are more globally connected and 
collaborating on platforms. Nowadays marketplaces and ecosystems will need to run on digital 
platforms, available 24/7, and operate in a globally connected way. The digital platform is just the 
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“vehicle” to run in a global business model.  
Besides the digitisation aspect, marketplaces / ecosystems / networks still follow the same (old) 
principles. They create value gains (making trade / business, earn money, exchange insights, etc.) 
for all parties involved by typically bringing together, supply and demand, enabling co-creations 
and provisioning of additional services around a core value proposition. Network participants can 
directly give feedback about experiences / transactions, suppliers react quickly to retain their 
customers, Governments better respond/deliver to meet the expectations/needs of its citizens and 
increase citizen experience and satisfaction. Ecosystem Networks will facilitate inter-organisation 
collaboration for all industries including Governments to support business process optimisation, 
implement regulations and legislations, and solve global pressing challenges, that a single 
enterprise can’t solve alone. 
In ecosystem networks, two distinct roles are emerging: the platform orchestrator and the network 
contributor. The orchestrator manages the value creation process through many network 
contributors. The Governments can be seen as an orchestrator and the ecosystem/s as contributors.  
Taking a leaf from the corporate world, corporates have shown growing interest in the concept of a 
B2B ecosystem realising that customer expectations can no longer be satisfied simply by the 
products or services of a single company (see also Jacobides, Cennamo, Gawer 2018). By 2018, 
seven of the world’s ten biggest companies were already exhibiting ecosystem structures, and in 
2025 more than $60 trillion – 30% of world’s revenue – is expected to be distributed through cross-
industry sales (Jacobides, Reeves, Fuller 2019 and Atluri, Dietz, Henke 2017).  
 
Taking the travel & transportation as an example, the global Mobility-as-a-Service is projected to 
grow to a $70 billion market by 2030. Today, consumers must log in to different apps to access each 
of the services- whether it be public transport, ride sharing apps such as Uber/ Ola, car-pooling 
apps, navigation apps such as Google or Apple maps and parking apps. The future consumer will 
expect to access all transport modes (whether private or public, owned or rental) through a single 
interface seamlessly connecting with the user’s preferred method of payment. This single 
aggregator application can orchestrate a ‘Mobility Network’ that can consolidate all private and 
public modes of transport along with enablers such as navigation, location, proximity services and 
payment gateways and add-on services such as parking and retail drive through or easy take-out 
options. 
Taking wind energy as another example, the Tailwind project in Germany is dedicated to B2B 
platform business development, validation, and piloting. This is intended to open new perspectives 
for local wind turbine operators in Germany for the continued operation of their plants outside 
Germany, as well as to open up access to international markets. The vision of Tailwind is to create a 
global ecosystem of wind-turbines which are located around the world and operated and 
maintained from Germany. Germany has a target of 65% of electricity to be generated from green 
sources by 2030. This challenge is all the greater too.  
The B2B platform – like www.wind-turbine.com today - is not merely a marketplace for old wind 
turbines, where they are simply offered for sale. Instead, the new ecosystem business model offers 
German operators the outlook of receiving financial compensation per kilowatt hour generated for 
continued operation abroad - in pay-per-kWh mode. In this way, "Made in Germany" becomes 
"Operated and Maintained from Germany". In addition, the new established business network 
Tailwind will exchange their output “renewable energy” with other B2B platform marketplaces like 
energy trading markets in a scenario of network of networks interaction. 
In India, the platform approach has triggered the thought process of multi-system integration 
whether it is using Aadhaar for financial services and DBT or even health system integration.  
 

a. IndEA and the India Ecosystem Architecture 
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The objectives of IndEA and the extensive work done to date in developing the framework and the 
adoption guide are indeed appreciable. These documents will indeed serve as key foundations that 
could guide all levels of government agencies and public sector organisations across central and 
state governments across India. 
Extensive planning and activity are required to address the 7 reference models across 16 sectors 
and 12 horizontals identified in the framework. It is important to complement this framework with 
a “Capability” lens across People, Process, Information and Technology areas and their intersection 
with capabilities of the following “Function/Service” ecosystems 

• Constituent - Individual citizen or Business/industry or other Government 
agency/jurisdiction 

• Enterprise - Standardised corporate/back/office capabilities like Financial 
Management/Human Capital Management /Procurement 

• Sector/Portfolio - Primary capabilities of an agency that often relate to the specific 
provision of a service by agencies/organisations across the same sector, for example 
Agriculture, Education, Trade etc. 

• Partners of Government - Capabilities that partners with Government organisations need in 
order to be an effective partner (service provider on behalf of Government) 

 
b. An “Ecosystem Capability” based approach to drive IndEA adoption 

 
A capability is what any organisation needs to translate a strategy into tangible outcomes for its 
stakeholders.  In any organisation whether public or private, capabilities encompass People, 
Process, Data/information, and Technology areas. In any public sector agency, a collection of these 
capabilities defines the operating model required to deliver the services to the constituents 
ultimately to achieve the outcomes intended by the Governments and expected by the people. 
 
Constituent capabilities 
These are what a Government constituent (Individual citizen or Business/industry or other 
government agency/jurisdiction) needs, in order to interact with Government to receive their 
services and benefits and meet their obligations, such as paying taxes and complying with the laws. 
Constituent needs and capabilities should be well understood and supported to achieve the desired 
outcomes. Well-designed, constituent-centric services, should typically include the following areas: 

• Service advocacy reach 
• Data/Documents/Identity 
• Service access 
• Physical/Digital infrastructure 
• Digital awareness/skills 

 
• Enterprise Capabilities  
• These are not unique to Government, all organisations whether Government, non-

Government, a corporation, or not-for-profit organisation need these. Enterprise 
Capabilities are also known as ‘corporate’, or even ‘back-office’ that are largely common and 
re-usable cross industries, typically include  

• Financial management,  
• Human Capital Management and  
• Spend management 
• Digital Boardroom 

The processes to support enterprise capabilities are well understood and largely standardised 
processes with packaged software applications readily available globally and localised for Indian 
central and state Government specific legal and policy requirements. 
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Sector - Primary capabilities  
Often relate to the specific provision of a service by agencies/organisations across the same sector, 
for example Agriculture, Education, Trade etc. Sector/portfolio wide platforms include 

• Tax & Revenue management 
• Curriculum and Student Management for K-12/Higher Education 
• License & Registration Management 
• Social Benefits Disbursement management 
• Public Infrastructure Asset Platform (plan to commission to operate/maintain to refurbish) 
• Health Information System 
• Sustainability Management (tracking, measuring, reporting) 
• Document and Content Management 
• Transparency dashboards 

 
Partners of Government 
Governments increasingly see that the private sector can be a trusted delivery partner. These 
partnerships are evolving from the traditional funding partnerships to utilising the enhanced 
capacity, specialised expertise, and capabilities. So, in this light the following capabilities would be 
key 

• Interoperability with Whole-of-Government platforms 
• Sector specific ecosystem networks with government as the orchestrator 
• Granular and real-time transparency on services delivered on behalf of Government 
• Native/Plug-and-play Integration with Whole-of-Government identity and citizen/business 

systems  
 

3. India Ecosystem 2.0 Architecture – Components and Framework 
 

 
 
Standards and Inter-Operability 
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Emerging technologies will lead to intercompany integration through value networks. This will only 
be possible when we have a single common set of standards. One of the biggest issues with the 
adoption of technology in India is the acceptability of results, which include direct results arrived at 
using technologies as well as opinions provided by service providers that are influenced/aided by 
AI technologies. 
 
Availability of Training Data and Data Banks 
Refers to creation of data bank and cross-sectoral availability of structured data sets for analysis 
and learning. A central ministry may be required to work as the nodal agency on the same. It would 
be necessary to address concerns over the privacy and protection of sensitive data. It is important 
for technology companies to have access to robust open data sets of sector specific data for 
research and development. Regulatory sandboxes and data sandboxes are policy tools that can be 
considered for sectoral innovation. For example, a governance structure that deals specifically with 
healthcare can establish a system of ethical reviews of underlying health data used to feed the 
health technology along with data collected during clinical practice in order to ensure that this data 
is complete, accurate and has integrity. 
 
Safety and Cyber Security 
It will also be important to ensure that cyber controlled systems do not become a risk for safety of 
people or environment. This will call for an integration of safety and cyber security standards. 
There is need for standard design guidelines for future systems. Clear design standards can help to 
provide frameworks to ensure privacy, security, quality, and accuracy of technology solutions and 
can address questions of ethics and trust. Some suggested design guidelines include: 

• Transparency (operations visible to user) 
o Explain ability (process followed reaching a decision can be traced) 

• Scrutability (ability to be comprehended) 
• Credibility (outcomes are acceptable) 
• Auditability (efficiency can be easily measured) 
• Reliability (systems perform as intended) 
o Recoverability (manual control can be assumed if required) 

 
Work Organization and Redesign 
Technology is transforming workforce. Greater use of robotics and automation may reduce number 
of jobs in assembly and repetitive operations – but this will be offset by new job in IT and data 
science. Education systems should seek to provide broader skill sets to close impending gap. 
Government organizations understand that automation is here to stay, however very few are 
utilizing emerging technologies to re-think the way they attract, hire, develop, engage, and retain 
their people. 
 
Training and Skilling 
Requirement of jobs in the intelligent era will require radically different skill and competence 
profile. It may require attention from the perspective of the skill development policy. Revision of 
secondary school and university curriculums to inculcate interest towards robotics. Government 
may also consider encouraging industry participation in academic curriculum design. The academic 
institutions should also strive towards making quality training data available in the form of shared 
public data sets. The following strategies can be considered to ensure its workforce is properly 
trained  

• Both the existing workforce and future talents must develop the skills to leverage the many 
job opportunities that the intelligent enterprise will offer. 

• Government will need its own robust data and intelligence on the skills needed, the gaps in 
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projected workforce, and investments needed to close those gaps. 
• The education system will need to be reformed to raise awareness, boost STEM curriculum, 

and encourage lifelong learning. 
• All citizens, even those not directly developing technology solutions will interact with it at 

some point. Basic digital literacy is essential. 
• The skills of the existing workforce can and will need to be upskilled. Additional workforce 

investments will undoubtedly be needed in the short and medium term to accomplish this 
goal. 
 

Regulatory Environment 
Adoption of platform-based ecosystem technologies will require a supporting legal and regulatory 
environment to ensure protection of data, effective handling of liability issues, privacy concerns etc. 
The data privacy frameworks in this direction are the initial welcome steps.  
 

4. Recommendations 
 
To avoid the traps of driving Enterprise Architecture as an IT initiative that is top-down and one 
size fits all, the following approach is proposed 

a. A “Business Capability” centric approach to EA adoption, to ensure a non-IT centric but a 
holistic organisation transformation of the public sector. 

b. Consider piloting and then scaling a Government-orchestrated “ecosystem network” at 
sector level like for India’s Public infrastructure supporting the vision of Gati Shakti and the 
Asset Monetisation plan strategies 

c. A domain specific “Federated Network of Centres of Excellence” to enable and support 
individual organisations/agencies and whole-of-Government agencies at state/central level 

d. Develop and execute a “Capability Maturity Model” baselining activity  
o For Customer, Agency and Enterprise and Partner capabilities at the individual public 

sector agency/department/PSU level  
o For Sector capabilities at the ministry/portfolio level for the respective state and central 

governments 
o For Generic capabilities, a whole of gov at each state and central gov level 

e. Once the Capability maturity is baselined, a three-five year “Outcome based IT-enabled 
initiative” roadmap should be developed for prioritisation, funding, and execution 

f. The Centres of Excellence should evangelise and be ambassadors to share the learnings and 
best practices cross portfolios and jurisdictions to help raise the maturity of all, but 
o at the speed, that is the fastest possible for the respective agency/portfolio/jurisdiction  
o at the priority, that is aligned with the leadership of the respective agency  
o is aligned with agenda/program of the portfolio/jurisdiction government to help public 

sector agencies take advantage of India specific, knowledge, learnings and experiences 
of like organisations pan-India. 

 
 
 


